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Pursuing challenges at the cutting edge of
Information Technology
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In all aspects of today's society, from daily life to industrial activities to academic research, we are
creating and manipulating more digital data than ever before. However, many challenges remain in
how to harness the value contained in this data to benefit society.

To fully utilize this data, we need advanced information infrastructure technologies that bridge the
gap between the physical world and the information world. Therefore, there is an urgent need for
developers and users with expertise to create and use advanced information technologies.

To this end, the four divisions that comprise the Information Technology Center at the University
of Tokyo — Campuswide Computing Research Division, Academic Information Science Research
Division, Network Research Division, and Supercomputing Research Division—conduct research on
the development and application of large-scale computer systems, and provide user education and
scientific computing services based on these computer systems. The Information Technology Center
works as the core institute of JHPCN —Joint Usage/Research Center for Interdisciplinary Large-scale
Information Infrastructures —and leads its activity.

The Information Technology Center has two key goals which interact and enhance each other. The first

' -2t R N — B
goal is to develop the most advanced large scale computing environment for academic pursuits, and the %5’\ j(% rIEJ ﬁ%%’t v R B

other is to actually provide the environment to students and faculty in the university and researchers across

Professor Hiroshi
Director of Information Technolog

the nation, for them to consume and provide feedback on how the environment can be further improved in

the next generation. .
Remaining at the cutting edge of information technology will always be a challenge; however, we g The University of

believe that our pursuit of this challenge will lead to the development of new technologies and better i

human resources that will greatly benefit society.
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The information infrastructure provided by
the four divisions in the ITC for educational and
academic research activities includes

@ Over 1,300 desktop computers for educational use across three campuses.

@ Web, e-mail, DNS hosting services for the campus.

© ‘Integrated Supercomputer System for Data Analysis and Scientific Simulations”, which has a total
theoretical peak performance of at least 1.36 petaFLOPS (operation scheduled to begin in July 2016).

@ 100 Gbps network connections to the Scientific Information NETwork (SINET) and Widely Integrated
Distributed Environment (WIDE) projects, which are overseen by a consortium of academic and industrial partners.

R—_—avea =2 — 5]
“K-computer”

@ Servers that host a scientific information repository and a library of digitally scanned rare books.
@ The Oakleaf-FX (FX10) supercomputer that has a total theoretical peak performance of 1.13 petaFLOPS.

@ The Joint Center for Advanced High Performance Computing (JCAHPC; a collaboration between the University of
Tokyo and University of Tsukuba), which houses a many core-based large-scale supercomputing system with a P e e
total theoretical peak performance of 20 to 25 petaFLOPS (operation scheduled to begin in December 2016). High Energy Accelerator Laboratory

[ELRH

National Astronomical Observatory of Japan
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Providing Information Infrastructure for the Students and Faculty

Campuswide Computing

Research Division

The Campuswide Computing Research Division designs and builds the educational computing infrastructure throughout

the university campus. The division also conducts research on important information infrastructure topics.
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Photo: Educational Campuswide Computing System at Komaba campus

Over 1,300 iMac's are deployed across the Hongo, Komaba, and Kashiwa
campuses. These computers are used for programming classes and for word
processing and spreadsheet applications. In addition, mathematical and
statistical analysis, computer-aided design, and other specialized software

packages are also available.
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Information Infrastructures that Empower Users

Since the early days of the university’s establishment, the University of Tokyo
has focused on utilizing the power of computers to maximize everyone's
capability. The University of Tokyo has provided rich computer education,
large-scale information-processing infrastructure on campus, to make this
concept a reality. Currently, the Educational Campuswide Computing System
(ECCS) comprises more than 1,300 personal computers distributed across
the Hongo, Komaba, and Kashiwa campuses, which are also accessible to
registered users from anywhere. The computers comprising the ECCS are
used not only during programming and computer science classes, but also for
computer-aided design and numerical processing applications, and by students
studying on their own. The ECCS also provides web, e-mail, and DNS hosting
services for publishing and exchanging academic information via the campus
intranet.

With the ECCS providing computing power for a wide range of academic
projects and a student body and faculty of over 30,000 individuals covering five
campuses, maintaining an efficient, solid platform in a dynamically changing
information technology environment provides various unique challenges.
Therefore, one of the ongoing missions of the division is to review and assess
solutions to these challenges and then share our findings with the general
public. We also conduct research into various aspects of information infrastruc-
ture with the goal of providing enhanced computing performance with a more

user-friendly interface.

Research Subjects l
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*Programming Languages

This division conducts research on how to design and implement software programming
languages and programming evironments to improve the reliability, security and availability
of programmed software.Developing testing and verification methods to confirm the
completeness and correctness of secure networking communication protocols, is also

another important area of our research.

*Game Programming

Games that have a concrete set of rules, such as chess and shogi (Japanese chess), are
ideal study topics for data processing. By trying to solve these games, we have contributed
to improvements in algorithm design, search logic, and machine leamning. In 2013,
through a joint research project into computer shogi software, we produced GPS Shogi,

which subsequently beat a human master-level shogi player in a tournament setting.

+Systems Software

BitVisor is a hypervisor (computer software that creates and controls virtual machines
between a computer’s operating system and its hardware) that has been developed under
the system software research group. In addition to Secure VM, a virtual machine that
provides system security, additional research on fundamental VM technologies in building

a cloud platform environment has recently been initiated. = p.18

+Education Support Systems

The division is currently developing learning management systems and various other
education support systems. Our unique developments include systems that apply machine-
learning methodologies to automatically extract the abstracts of what the students can
expect to learn in a specific division or major, from the list of individual course syllabuses

provided for each division.
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Photo: The General Library, The University of Tokyo, on Hongo Campus
University of Tokyo research papers and educational and reference materials are collected in
the university's general library and are made available to members of the university and the

general public.

Digital Curators—Finding “Treasure Troves” of Data

Academic Information Science Research Division

By using a statistical machine-learning approach, we mine the sea of data
for interesting information that has been overlooked.
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Mining for-Value Concealed within Data. = =

h-—.._
Libraries have long been places to archive and read collections of
atures that Compliment the/ Human Thought Process

ideas and knowledge. Each day at the General Library at the nformation Navigator now uses a combination of traditional library classifica-
University of Tokyo, research papers and reference materials ion €ategaries together with Wikipedia classification-categories to present keywords

valuable to academic research and education are archived into the elp'isers navigate to other potentially useful sources of information in the library.
stem has been deployed not only at the University of Tokyo but also at the

nese National Diet Library and at libraries-in_other universities around the world.

+Deepl Data Analysis which match Real World Priorities
Search-engines do not always provide results with the order of priority that people
expect, which means that useful infonnatio_n is often overlooked. To overcome this
limitation in search engine technology, we aimq_toqg.lpfﬂ'e'ment the "almost there” aspect
appearing daily on websites around the world, collectively creating of todays search engine re er an: web d informa-
a new repository of information. tion. Our \jcd 9gre L2y in ) Syste © up results
and our Gensen Web

With this increasing amount of data being produced every day,
ed in journal articles in order of

the value of machine-learning methods for data analysis has
increased. This method have also proven to be useful in finding
correlations between information embedded in various data
formats, from different internet sources. Research into technologies
to efficiently process large amounts of data and to allow the creation
of peta-scale databases have become as vital as the theoretical
research into statistical models for data-mining applications.

In 2009, the Academic Information Science Research Division

ted multi-institute customer
began activities to identify useful information contained within the ) )

information stored
daily stream of incremental data deposited in the library and on the
internet. By using statistical machine-learning techniques in
combination with data-mining methods, we have developed tools Gilng i gt o P2k
and an integrated navigation interface that provides greater

experience for the university’s growing need for information access.
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The critical Link of Information between the University and Society

Network Research Division

The Network Research Division conducts research into the fundamental aspects and advanced applications of
network technologies. The division also manages the university’s network infrastructure that connects several research

facilities and five campuses.
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fiber optic cables that connect the various campus buildings.

Photo: Network Infrastructure Under Running the Ginko Trees
The components of the university’s network infrastructure run throughout the

campus. The main information route comprises numerous underground

Designing a Next-generation Networking Infrastructure

The Internet was introduced to Japan in 1986 as an experimental
network connecting three universities-the University of Tokyo Information
Technology Center (previously known as the University of Tokyo
Computer Center), Keio University, and Tokyo Institute of Technology.
Since then, the Internet has grown into a huge network of people and
devices, which today we cannot imagine life without.

The Network Research Division conducts research into next-genera-
tion network infrastructure by examining both fundamental and advanced
research topics. The division is also responsible for designing and
implementing the university’s intra-university network system, UTNET.
This network connects the Hongo, Komaba, Kashiwa, Nakano and
Shirogane campuses to the multiple research facilities spread all over
Japan. There are frequent and random change requests to the network
infrastructure. In addition to that, each campus, each research facility has
their own special requirements, so the Network Research Division has to
solve the complex issue of being both flexible and agile while keeping the

infrastructure consistent and secure.
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Photo: Backbone Network Concentration Unit

Research Subjects

*Improving Wireless Communication Networks and Applications

Many factors in a facility’s environment can affect the quality of its wireless
networks. The Network Research Division is researching advanced networking
technologies and actually deploying them in the field. We are currently working to
improve transmission efficiency and quality when there are increased numbers of
users on a network or when there are radio relays. The division is also engaged in
a project to provide optimal travel routes directly to cars in transit, which would allow

users to avoid traffic jams and reduce their travel time.

*New Network Technologies for a Widely Distributed Environment

We have been developing new network technologies using small, mobile devices
such as weather sensors and accelerometers to gather information about our
surroundings. In the future, these kinds of micro sensor networks may be used to

make our lives more secure by collecting data to predict natural disasters.

+Cloud Computing With Microcomputers
Using low-energy, highly mobile microcomputers, the Network Research Division is
researching methods for transmitting information to the “cloud” and for retrieving

and presenting information from the cloud.

*User interfaces using augmented reality technology
The Network Research Division is researching methods to improve users’
experience with augmented reality by using simple cross-modality-based equipment
on which perceptual illusions can be produced.
+Development and Deployment of Fundamental Technologies for

Wide-area Distributed Clouds
This area of research focuses on fundamental intercloud technologies to allow for
highly resilient and efficient distribution of resources. The Network Research
Division has created wide-area distributed clouds that connect universities and field

trials are currently ongoing.

+Cyber Security Analysis = p.20

We are researching methods to predict and prepare for cyber attacks by compre-
hensively analyzing DNS information (a system to convert host names to IP
addresses and IP addresses to host names), network traffic behaviors, and

information provided from external databases.

Units such as the one shown above conceal the numerous fiber optic cables running between the various campus

buildings. The University of Tokyo network system connects to the SINET5 (Science Information NETwork, operated

by the National Institute of Informatics, 100Gbps) and WIDE (operated by a consortium of academic and industrial

partners, 100Gbps) networks.
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Supercomputing —Making the Impossible Possible
Supercomputing Research Division

The Supercomputing Research Division is conducting research on hardware, software, algorithms and applications
on next-generation supercomputers. The division also provides supercomputing services as the core computing platform

for universities and research facilities throughout Japan.
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The Foundation for “Grand Challenge” projects

Supercomputers, with O(1038)-O(10%) processors, are being used to solve a
variety of problems that require a large volume of numerical computations, such
as structural analysis, fluid dynamics, and protein and drug interactions at the
molecular level. We can even examine the theories of the origin of our universe
by mapping observable results to simulations of galaxies containing several
hundred billion stars colliding into each other. Supercomputers have become
virtual arenas where we can perform experiments impossible in the real world.
Computational simulation is now considered the third pillar of scientific inquiry
behind theory and experimentation.

Through our research, we are taking supercomputers to the next level with
designs based on repeated verifications of fundamental technology, enhanced
numerical processing program development techniques, and the technology to
maintain and operate complex supercomputer architectures.

Information Technology Center, the University of Tokyo (ITC/UTokyo) is at
the core of Japan's academic research computing infrastructure, and its
supercomputers are used by almost 2,000 individuals from academia and
industry (=» p.14). Current supercomputers are configured from hundreds or
thousands of computers (CPU cores or CPU’s) connected together, which
requires specialized programming methods to harness their full potential, which we
foster by taking part in projects that make such skills available to every researcher.

The many core-based Post T2K system, which has a peak performance of
more than 20 Peta FLOPS, will be introduced by the Joint Center for Advanced
High Performance Computing (JCAHPC; a collaboration between the University
of Tokyo and the University of Tsukuba). The Post T2K system is 20 times larger
than our current supercomputer system. When operation begins in December
2016, the supercomputer system is expected to be the largest in Japan at that
time. We also plan to introduce “Integrated Supercomputer System for Data
Analysis and Scientific Simulations”, which will use graphics processor unit-ac-
celerated computing. This system will be used by individuals that need
large-scale data analysis, such as those in the field of genomics. Data-centric
science for big data is emerging as the fourth pillar of science, where computa-
tional science is the third. Our target is to develop a new interdisciplinary area of

research through collaborations with the users of our supercomputers.

Wi —~

Research Subjects

TV — a2 BFEER S ppOpen-HPC = p.21

KHEEL T A= —av a2 — 2 —DRENZH#ECH I HICE (X
EHESICBUEFTH T4 T 7V EB F o — = SR X 7oA —
TV —ADT TV — 2 BIREE AR - B L T T,
KR RAPERR — o — v e 2 — 2 — DT

R KRR DR — N —a v 2 —2— BRI 2R L HEHE
LHEREE EHO AR TR L E 3 o =7 27— (3K 1100
[ OYERE) DY AT LEHIFIC AT 7 e 7L —2 % TERT 57—+ 7
IF xR T 0TIV S FEOME A= —aT T ey Y HEIGFDOTRT
LY 7+ =T OiAEREEED ZDBITT,

[BE&:FX10(Oakleaf-FX)]

+ Application Development Environment, ppOpen-HPC = p.21
ppOpen-HPC is an open-source application-development environment with numerical
processing libraries and auto-tuning feature sets, which allows programmers to easily

benefit from the power of large-scale supercomputers.

+Next-generation Supercomputers

We are involved in the research of underlying technologies to investigate features,
performance, and feasibility of future generations of supercomputers. We are targeting
exascale performance (100 times the performance of the K-computer) and conducting
studies on the architecture and programming methods for utilizing accelerator and
experimental deployments of system software optimized for many-core architecture

processors.

Photo: FX10 (Oakleaf-FX)

201 1EE(CrR—/A—ava—42—tHRS+ 4 (TOP500) T The Oakleaf-FX supercomputer comprises 4,800 computer nodes, each with 16 processor
1 EEDHRIOERBET oy EFERL. 7oty a7 16fE cores. The central processing unit is based on an improved design succeeded from the
DAV a—a—)— R4 8008 THERE T2, JATRAEE M K-computer, which was ranked number one in the 2011 Supercomputing TOP500 ranking.

BEE1.13_470y 7 X MRECLEAEE1507 7/ b,

The theoretical peak performance of Oakleaf-FX is 1.13 petaFLOPS and it has a total

memory capacity of 150 terabytes.
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A==V 2 —T AV T DEMK Ly VT —27 LR B OWMIRE WL CORESFISOFEICE 5,

KEFFEDI 5 12T T TS,

Joint Usage/Research Center for Interdisciplinary
Large-scale Information Infrastructures

Serves a forum where multi-disciplinary researchers can collaborate with a network of specialists

in the field of supercomputers into unexplored areas

BB 2 —F A= —a v 2 — 2 —RHKEINTWEEANSK
HF Dy A —FEEHTEE DI 2 =7 1 ZAE S THPCON (BRI B i
AL - SE R FEHLR) oL & U CHEREL VBB & 06 2 L7 5
HPREMTIY A E T e 2 Y & LT BN O RFL e B o i 788 1CiE
Hxh &tz

JHPCNICERIRE N T 0y 2 7 M B RF v v A —BE N E 353584
T—%7 7 F X OEREFELFIHTE L0 chlFHIEE v v 2 —Dif
ZeH LHEIIER1TS C LB L O KR A B HRE R 2 A ANCFIHT 5
Bifin 8 e AL KO REAMARR L BIE T CLenCEE T EA 25
B OMEE R I 2=T 4 2R L I E R CE2BRIE A2 5T Lo %
NAJTHPCNOBIEL T3 LA TS,

20125 bR EGICHRD T T 7Yy 7 e R— 8 —a v Ea—Z—D[ 5|
EVENIRFZDBEHRER . KHEAA L =P 22y T — 7 TREAT
[HPCI(EH N R Ty —= Vv R AV Ea—T 4 T AV T T) | HHELE
SN, CCCEIE R 2 — DB IWER RIS T T chickh,
22 L ODJHPCN-COWFFEH R ASHPCICE LICHEL TET T T,

[ BXOR BRSNS AR AL IR - SE I 72§ A )
http://jhpen-kyoten.itc.u-tokyo.ac.jp/ja/

MEHA 2 2 —DHPCIY —E R |
http://www.cc.u-tokyo.ac.jp/other/hpci/

Joint Usage/Research Center for Interdisciplinary Large-scale Information Infrastructure
http://jhpen-kyoten.itc.u-tokyo.ac.jp/en/

HPCI
https://www.hpci-office.jp/folders/english

HeatECERITZERT m

The Institute of Statistical Mathematics

MAERTEFATER S m

Japan Agency for Marine-Earth Science and Technology

KA mm FHRY: mm
Osaka University -~ Kyoto University

JUHNKRF: mm
Kyushu University

HYLFEWIERTA AR A TR -

The Information Technology Center acts as the core of the JHPCN (Joint Usage/Re-
search Center for Interdisciplinary Large-scale Information Infra- structures, aka Japan
High Performance Computing and Networking plus Large-scale Data Analyzing and
Information Systems), which connects multiple computing centers from eight
Japanese universities equipped with supercomputers. The objective of this platform is
to provide scientists throughout Japan with the information technology necessary for
them to undertake complex interdisciplinary academic research projects.

Projects adopted by the JHPCN benefit primarily from the use of various
architecture designs in super-computing environments that are provided from
eight universities, and secondary from working side by side with research
scientists of the Information Technology Center, sharing the knowledge and the
technology to efficiently process with massive scale computing resources. The
goal of JHPCN is to create a community of scientists from various backgrounds
of research, and provide an environment for them to collaborate.

In 2012, the High Performance Computing Infrastructure (HPCI) was
established, in which Japan’s flagship supercomputer, the K-computer, plus two
large-scale data storage systems were connected to a network of supercomput-
ing resources established by nine Japanese universities. The centers in the
JHPCN continue to provide their computing resources to the HPCI platform,
which in turn has allowed JHPCN to make many important discoveries to

advance to the next level with additional processing capabilities of the HPCI.

JLERY: mm
Hokkaido University

HILAE mm
Tohoku University

SYTANFAVFY
—— Single sign on
FUPRF: w

University of Tsukuba

HRAE mm
The University of Tokyo

>>> A==V a—R—%ffok CARWIE Examples of Supercomputing in Research
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HWEBICLEMOFENEZ L I2L—1a2v T 5 Simulating Building Shaking due to Large Earthquakes

Z—N—av a2 —R—ZfFo P BHHR DY I 2 L —Y avic, BA Y SR %A
BEDHETINFTAT IR Iab—varv b nSFERBACHRLNE L5 IC
BoTEEL/co7c b Z X RDBITREEBIRA ORI A HE M A TGS 2L <

ERUACLZHBOYI2L—Yay
Figure: Coupled Finite Method Earthquake Simulation
FEB(EAR EOHIE) -y

HEE SN IR OMEFTHARIC D DI ZHEO T HRF 220D 12 L— a2V OERIC Basement |
ROFHEL % 5o MR D (EHEIC AFDM (HIRE S ) 2 HE O LS ww Buiing
B OB X ICIZFEM CARRESRIE) Z ML il & O ©h 77 —% il L Cat 5kt N . § u L
BRRELARLY I 2L — 2 REATHEET A . COY Il —YayTas s Becrack  Sedmentary Rook SNE | .
2 FppOpen-HPC (= p.21) ZFIFL ChiFETh T g3 S izem o

e il Y N ey ) . r =iz ; / \M/;/’\ / v
Multi-physics simulation is of combining different physical models is a promising tool to Earthquake ggfs"e(f;ﬁfiwﬁﬁ) ﬁ;ﬁ%i&;sdsmic Wae |
simulate a certain physical phenomenon very efficiently. We are seeing full use of | Secimenfary Rook :
supercomputer power to simulate complex physical phenomenon by the multi-physics 2ok EHILALOHE) cﬁfﬁﬁ rrrrrr

simulation. For example, the coupled simulation analysis can be used; firstly to simulate
W DOHENRELIHBROMREY IaL—va

Figure: Simulated Aerial View of Seismic Wave Propagation

seismic waves traveling from the hypocenter of an earthquake and amplifying as they
travel through complex underground structures, and secondly to simulate building shake
structures that are built on soft ground surface. The propagation of the seismic waves is
modeled by using the finite-difference method simulation of equation of motion whereas
the movements of building due to the earthquake ground motions are modelled by a finite
element method simulation. The complete simulation is achieved by coupling of the two

models across the points where the calculation results are shared. This simulation

program was developed with the aid of the ppOpen-HPC (= p.21) libraries for massive

(Image courtesy of Takashi Furumura, Earthquake Research Institute, The

parallel computing. University of Tokyo)

WD 7 a v A% EBHA>3  Elucidating the Ocean’s Circulation

AT R B MR HI P 20 RS D HEHINC Ko Tk oA A7 BRI 7K I T
HE % BB IR L A bR B R IC_ AL T E EHIR R DORFEDRA v
FCHUBEBICIEEL ThE 3, D X5 I IBERRICERBTI AT AL & HIER T
DRERTEROVEAPE T E T o 2T NR T — L7 L ERIEEERE T
N ENSBIESROMMP XD HTFEDRRD2DDET L EF A E DR Tl O
HVER#%EY 2L —vav 5. CNECTIARVIBEE T AV BMRATEINE L 7o N F
TNDPHDA—IR—a Y Ea—2—CHSHHIRFRORE FEET L EFAFEL 7 Lo
ik o#EHCIZ ppOpen-HPCOHB) F 2 — =22 (= p.21) NIEHI N T T,

Water deep in the North Pacific and Antarctic Oceans gradually ascends as it moves

away from the polar regions and descends at distinct points as it moves toward the polar
regions. This movement, which is the result of changes in temperature and salinity,

produces a large-scale circulation of seawater that is known as the global conveyor belt. SY—2 5y BEDEE TR, R OEEES 5 U— 5 K, A%y T
B D OLHBENE (B BARY 7— (R TIE .

—ERIIAARBISHAL KD (X5 =T FAEE FLTW S,

An unprecedented model has been constructed that simulates interactions between the
global conveyor belt and localized currents by combining a large-scale circulation model

and a minute-scale localized model that have different observation targets and calculation Surface current velocity in the Greenland Sea. The fast current to the

methods. The key breakthrough in constructing the ocean model was the development fivnetlo Ui ol o S et (gf) 1 et o it Culi Stz
flowing northward. The majority of the current slows down and flows into the

986 Y. 7 S e E of a numerical model with high parallel efficiency that was suitable for use with a Aictic:Ocsan (top), while e rSsLlWE solliaIPesuG oo okl
ivanced Institute
for Computational Science Nagoya University L. e .
HWHTHERY: mm ENTIEHETTZERT » B JHPCN#L#5 / JHPCN's centers
Tokyo Institute of Technology National Institute of Indormation ~ m HPCI#il% / HPCI's centers

supercomputer. ppOpen-HPC automatic tuning (= p.21) was essential for optimizing (Image coutesy of Hiroyasy Hesllfl Alimospherslant CONEINIRES

the numerical model. Institute, The University of Tokyo)
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Photo: The Tape Library

The tape robot precisely positions itself to pick up a single tape from
multiple arrays of tape cartridges, which will then be placed
automatically into the drive unit to initiate high speed read/write
operations. High density data storage media are essential to
super-computers which process massive amounts of data. This
tape library mainly serves as archive data storage. A single tape
cartridge can hold 4 terabytes of data, and the total capacity of the
library accommodating 5,000 tapes sum up to 20 petabytes of data.
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BENRIGAICLED e+ 17 R ERE{EH T — BitVisor

BitVisor—A Secure Virtualization technology that evolved beyond its Original Purpose

PCHSDIEHRBAVEHRSBEHW TCHEINE
BitVisor(d. OV /NI N TEREGEHEHF D SFULIL
ARICHEDZ&EICEo e,

N—=RDOIF7EOSORDIBELZET DI IITE/N\A /=N F—&
WOV IR F—9 VI —TH—/N\—ZRIELT 2L TH>T
W2HBHHBTLLD. FTNED. TTTREBN T BBIitVisorld . PCHSD
TERRAVERSBEN THES N CWAATY /NI TRER/N\A
N=NASF—TT,

PCIZBIitVisorzfid A1, OSSRy D —I\DEIEZ A D
H—N—CVPNZFE>TIRUEIFNE . I —/N—RITOA )V RBREICK
BIEWMRRZERA CTEXR T KC. TA AT AHSIDBETT — 575
SETNE EBHCHRICKIDIBRBRERTR T COFEICIE. £
I CEMET BOSEEFBVEVSFImNBIFET,

ST EF TR EEATE U CHFELBIt Visor eI A LB WS
BEEDNILA > TER Ul BIIAREEHE LB ETRITHDOSA
A—=JDETHWAZRHE OSORLIIZEFSTEDHZDVEDTY,
FMEEQFICETNAARSANDT ANMERATETT . BNRED
BTIFAKFHRY AT LDOSA A—V7ZEPER T B/cHD EDR
WRYRD =TT —hEA VAM—=)LDOAHHELTERSINTLDTE
ZRFTHBEFLLD,

(BitVisor project www.bitvisor.org/)

@BitVisorDft#Hd BitVisor Architecture

BitVisor was originally developed to prevent security vulnerabili-
ties from being exploited on PC desktops. However, the compact,
flexible program has resulted in further use cases.

Hypervisors are pieces of software used to create virtual machine instances
by running bridge function software between the hardware resource layer
and the operating system (OS). BitVisor is a compact, lightweight hypervisor
that prevents information from being stolen from a single personal computer
(PC) OS instance.

When BitVisor is installed on a host personal computer, the network
operation is redirected to a centralized departmental server over a Virtual
Private Network where the server can detect data theft by viruses on the
PC. The data is also encrypted at the 1/0 level on the storage device, which
prevents unauthorized access to information stored on lost or stolen PCs.

Although BitVisor started as a desktop security application, its use has
evolved beyond the original design. Additional features have been developed
to allow users to protect OS images from being overwritten or tampered
with, and it can now be used by developers to test device drivers. BitVisor
has unexpectedly become an efficient centralized OS image installation and
management solution for large network boot system environments.

(BitVisor project: http://www.bitvisor.org/)

FNAZ R TINAR FTNAZ PN TINAR
A== RSAIN | RSAN RSA/N | RSAN
0s Kernel Device § Device Device g Device
(Windows. MacOS driver driver driver driver
Linuxizx&)
52 /N AZ— #/)SAR)V—
full-pass-through para-pass-through
CPUEAEUZE 1
itVi RARE RIEDEIRE
BitVisor o L "
Virtualized CPU T-IDESE }EEE]E%EE
and RAM Monitor User Operation, nhance
Encrypt Data Capabilities
BitVisorld. MEIFMRIEICRK>TOSE/N—RD T T DR DR
FEBELY 2 E/NAZL—EVSHEZESTHY . EfE
i L ] HBENZED'H L1,
o The advantage of the BitVisor architecture is its fast response,
/'_\i;g\/?alr}e CPU RAM Display il Speaker Sl  Disk which is achieved by using full-pass-through for devices that
need no interception and para-pass-through for devices that

need monitoring and encryption.
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T—IEREAVTUITIVR

Data-driven Intelligence

RIS T — S DERERLIN S AD KX RV KA
EZEBL ADANEEZEHET 5. TNHT—Y
&1 I TV ADBEMTE,

BW2EE AN BRIV —IVICK>TEMET DIEHRULIBEF R
V. JE1—9—DB5ZBUTEMET DIEHRNERTE LT AT
BEDD B CIRRDIBFIEUIc. ZNIFZ DR IREDRRI Y I F
VSA VY3V T DI SEND IR BRI & LRI Y
SWTWL&ET,

BRI APEYNESZ T, F—I(CBFENTV S HEH
(F—IBRDEHFEDEBPEE) LIFTHET —IDRMNTBEELTL
SRAIEPAREEOR Bz, [T—IRE)A VT UIT VR EFA
TWVWET, ZCF. V1 —I—[CADRFPESE DD TIFEL A
[CIFCERV M ZRFc B R OEVDITIFENTHENTVEFT,

JeER IR BREIN TV BIERBRY Z DL CIRROEIL) 2T
BTEFAFTETFHHEFTE Ao UN U RETIITAIC R > THEM
WICAEY I B U THEET 2T ET AN IO >fe D iEs 7%
BOF3EBTEFRIFe AV IIVIVTDRITOFINEREER
EBORRIENSDND DT ENSNTWVFETH, ZDRHEMZEFA
MERDOTIF B AHEBEINFEK T HMETDOEAAHREEIL TS
RREEBOESELTIHEINF L.

COHEDBAF BAEVSTHY Y FILTCRBERI LV S,
BEOLIBXFLUNDT—I B, Visual wordeWSHETY VML
{ELTPNE B ECOHEBHZFRT2IENTEFI BT K2
DEEBEGNSREDUEZZE L. v EDSZZRIT2 0V
NEEATVET,

Data-driven intelligence supports intellectual and academic
research by finding attributes in data that users have
overlooked.

Machine learning is the science of programming computers to autonomously
learn what to process, without any intervention from humans. This field of
research began as an area of artificial intelligence but has since evolved to
include applications such as modern search engines, recommendations on
online shopping sites, and machine translation.

In our research, “data-driven intelligence” refers to instances where
instead of human input only the computer’s observation of associations in
data (occurrence or collocation frequency) leads to determining certain
patterns and knowledge. In this approach, the intention is not to make
computers simulate what we do, but to let computers acquire a different type
of “cognition” to that of human beings.

Humans are unable to comprehend general trends in research by simply
cataloging a huge archive of research papers and journals. However, with
the application of statistical methods to mechanically extract and tag
interesting topics, computers can be used to find attributes such as
common keywords that have been overlooked. For example, in a study of a
recent influenza epidemic, computers were used to compare the temporal
relationship between search terms related to the disease and the actual
number of cases of the disease.

The beauty of machine learning lies in its simplicity and wide applicability.
Correlations of graphical data can also be evaluated by mapping graphical
data into symbols with a method called visual words, and humans need not
tell the computers what to look for. For example, we have several projects
ongoing to assist radiologists find disease-affected areas in their patients
using machine-learning analysis method to make computers examine

through large volumes of medical images.

@97 7FIR Tag Clouds

NFDORESPASRETHEBOETEEZTHRELTVDA D
BRZEDRSICOHNIPITKIZT DN BN RDONRTE,

Examples of presenting the relative importance of keywords by using
bolded or enlarged typefaces. This is one example of visualizing
machine-learned information from the cloud into formats that humans
can understand. The University of Tokyo is also conducting research on
how to express correlation learned through statistical analysis in an easy

format for human cognition.
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Cyber Threats Analysis using Multi-layer Datasets and Resilient Defence

MFOWEFONBENTH. ZORHZEVEELLES
ATRD—F =R U%. TARERE LN TIFUID
KO BEDVAT L7ZEDLBTTEEIE?

PCOY —N—(TRIFIREATIRER OIS A (R ) 22X Ay, At
DPCEHBEUCVIBRZRSHI Ry hryh AINER ORI
DA= Vo A N—BEFZDFON TR HERITIE 1B Z
BIHWMBDICHICEREETBRFERCHELCERT,

BIEP A VI —RYD ETHEUTCNDIDRIGKEZ, T DIHIR
D DBFTIRIN CRE DDLU TVE T, ZI TRy T —
JHRREPITIE. 201 5FF TOHMIRE T OV TISNECOMAD
MREZ(FHE . RVRD—TIDETFITRBENSLAM(ICT 1/ —
KEZDMU. ZTDFHKZELESZDTLICLO>T LWERLBHHIZRZ
HOBDILHDEBEY AT LERFELTCVET,

JeERE HBBSHRMEELU T B PBRENET BIchDEE
ZUTCWBIF S TY, &Ko Ry MMIERUPCIE IERMANEBIEZEL
TVBTULD TDRIRBRFIEESZADTET I ROBEZTFAIL. R
KWK T B EZBRLET,

FEOY A N—BEE AL LS DENER S ADTITENELL,
ANDITEDMEFETHEOC. 7 FUT =23 UNILD T —F T TN
FRTET. FRDEEZ LF2ZENTEFT,

CDXRIBEZEICOIEBDH7Z. EvT T — I BRRIC K >THERINIC
AL, DEEH DD BBFHRANCEHE S BB LZHETLTVET,

(NECOMAZOYIZN www.necoma-project.jp/. www.necoma-project.eu/)

@\ —IEIFK D7 FO—F Approach to Detecting Cyber Attacks

T —IN—2
Knowledge Base

KSR
Threat Analysis Infrastructure

240

Protecting computers and systems from Cyber attacks by
analyzing the attack behaviors from multi-layer points and
making resilient protections. How does our research make
resilient protections like an okiagari-koboshi(Traditional Japanese
roly-poly toy, symbolizing recovery from misfortune.)?

A botnet is a computer cluster linked through the Internet composed of a
collection of compromised PCs and servers. The infected PCs can be
controlled remotely by a cyber criminal and used to attack other PCs and to
collect confidential data. With exploits becoming more and more
sophisticated and diversified, it is becoming increasingly difficult to protect
these activities on a single detection point.

Building on the achievements of the Nippon-European Cyberdefense-
Oriented Multilayer threat Analysis (NECOMA) project until the project ended
in 2015, the Network Research Division is currently designing a system to
analyze the threat of cyber attacks and predict future cyber crimes by using
multiple datasets. It is also building a computer infrastructure to deter
cyber criminals.

For example, attackers probe target systems on the internet to gather
information on any security vulnerabilities they may exploit. During the probe
phase, PCs infected with bots communicate with the attacker’s host PC. If we
are able to detect such behavior on the network in advance, we could filter out
attackers or mitigate the traffic to prevent the next step in the hostile intrusion.

Cyber threats have objectives, so if multilayer data, including application
layer data, can be combined for threat analysis, the precision of the analysis
could be markedly improved. The approach to analyze Cyber threats from
multi-layer datasets using a BigData infrastructure leads to resilient protection.

Analyzing cyber threats from multi-layer datasets using a big-data
infrastructure could lead to resilient protection.

(NECOMA project  http://www.necoma-project.eu/)

A N—BED'S DB - DR HEAE
Prevention and Retrieval System
for Cyber Threat

AN

PAN—BEICBITD F—IEMBRY BENGL—T VT BRIV %
% F T DIFFILTURZ L PEE7IVTUR L
_ 72‘*7‘”_\ ) Data Aggregation and Auto-Rating and
Sharing Information with Applying Analysis Algorithms Auto-Classification Algorithms

Cyber Threat and
Formatting Data
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HCOHBERMNETETOITSLZDOKNBLSICTD
ppOpen-HPC —Making it possible for every Researcher to Program Scientific Calculations

[EQDH | &12$iAH B8F1—= 27 DA%
WAl A=V —AD7 T UTr— 3 /BRF-E1T
EiEp0pOpen-HPC, ZMEEDESBEHDN?

ZHOIAVE1—I—DEBIN BESEEBLUTVIREDIA—
N—=0VE1—9—  ZOMREZERABRICE TR UIcRIZ st E 70
IS5 LDREFEF BLDIFNMEMTT . ZLU T RBRERIED AR,
XEUDE SHEMEZEINERT 27 7S L—IDERRE . /N—RDT
TR EICELLE T TS PRZE R FTUVBRBICHkE T
BIVIC.BDVIHMESTIVE 13— —HEDZIVC. OIS LD
DICTeK EADRBZE PSR TFVFRVDTLLDIN?

ppOpen-HPCIF, ZOKSBMBEZE#EL. A—/N—1VE1—9—
DRBNEALEAKRELRDINDSORFRICHRRICYZaL—Y3
VIREDHIBETEN TEDLRIIC HENEHSNTVET,

RIS B DL <AMESIRERNLBT IV IV ZXAFE D, [ZDED
FRR|DFETOL7Z I TV LZBREVTHRL, OFGER
ENET2HHEF N HNE. OIS LDBEREESSEBRITREIET,
HESFE OIS LBEEORVIE SO0 S LDE#F1—2V
TICF BATHRRDERECE DI A F IV IRBRFEDMRMEATW
FIFo. AV 21—I—DBFAEEER VNI —T FDEVWDDET
[CR2FSICHAELCERILLIZY KRR CHIE RN E <R DI(C
fBA CHERBRZRE T 2HEI D AP ETEEA.

(PpOpen-HPC http://ppopenhpc.cc.u-tokyo.ac.jp/)

@ ppOpen-HPCDOHERMES Components of the ppOpen-HPC

FIIT—2avED

5 oy ARERA BREDE
RERN7 IV TUX L . -
Application Layer Programming Library
KBRS TS SBEIRTE TS TUNE
Math Library MULTIGRID GRAPH
BgFa—=27 AITAVIBRFE FAFTIVIRFE
Automatic Tuning STATIC DYNAMIC
YRT I BSHIRkEE [REET RS
System COMMUNICATION FAULT TOLERANCE

ppOpen-HPC is an open-source infrastructure for the develop-
ment and execution of large-scale scientific application
programs. It has Takumi no Waza (Craftsmanship of the Master)
pre-programmed into the library for widely used scientific
algorithms and can provide automatic performance optimization
technology at runtime.

Modern-day supercomputers are very complex and comprise numerous
integrated processor nodes. It is a challenge to develop a scientific computa-
tion program that harnesses the full potential of these massive parallel
systems. Optimization parameters such as memory allocation vary depending
on hardware configurations or if there is a numerical process accelerator
available on the processor. To free scientists and engineers from having to
spend time reprogramming every time they examine a new problem or when
there is a change in the computing environment, the ppOpen-HPC infrastruc-
ture has been developed so that computational simulation and other
advanced numerical processing tasks can be easily performed, even with the
growing complexity of today’s supercomputers.

There are five major algorithms commonly adopted by researchers for
scientific calculations. We have programmed the expertise of specialists in
the field into reusable algorithm libraries that are capable of interacting with
each other and have made the program development process far simpler to
conduct. Research is ongoing into monitoring real-time instruction execution
and dynamically processing automatic program tuning, which has long been
a dream for numerical computation programmers. Performance optimization
by coordinating the computers at the nearest network node and backing-up
intermediate results to avoid data loss due to the increased potential for
failure as a consequence of the larger number of nodes are two things vital to
post-peta-scale supercomputing.

(ppOpen-HPC: http://ppopenhpc.cc.u-tokyo.ac.jp/)

AREEA BRERA BRIESRA
FVM BEM DEM
Rt AT
VISUALIZATION Multi-Physics

ppOpen-HPClE, 7 U —vavBh Sy A7 ABETDSA T SUBE, Rl
Ffist &7 U —2 3V [TEON2RERNBTIVITUXLEVT BRERE.
BRZEDE BREEE ERBERE BREREDS A TIUNHERIN TV,

ppOpen-HPC is a collection of program libraries that covers multiple layers from the

application to the systems layer. Fundamental algorithms for scientific calculations,
which are provided as libraries, include Finite Element Method (FEM), Finite
Difference Method (FDM), Finite Volume Method (FVM), Boundary Element Method
(BEM), and Discrete Element Method (DEM)
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Figure: Analysis of a static electric field by using H-matrices
To examine the risk of an individual within a group being hit by lightning,
we divided the surface of the human body into approximately 2.35 million
discrete elements. Whereas a dense matrix would require 42,380
gigabytes of memory, the H-matrix method reduced the memory
requirement to 179 gigabytes. The simulation results (right) show that
electrical charge accumulates at the corners of the group, indicating that
individuals standing at the corners are at the greatest risk of being struck
by lightning.

Algorithms to Make the

Incalculable Calculable

Matrices express the interactions
between objects

The various phenomena around us can be thought of as being
the results of an integrated series of interactions between
objects. By using computer-based matrices, we can simulate
complex phenomena such as the ever-changing weather, the
movement of galaxies, or the transmission of heat and electro-
magnetic waves.

Although phenomena can be described by using elaborate
differential and integral equations, computers are capable of only
very simple calculations such as addition and multiplication. To
conduct a simulation using a matrix, we place the objects being
simulated into detailed grids (or particles) and construct the
matrix by digitizing dominant integrodifferential equations for the
objects in the grids. Matrices can therefore be thought of as tying
one state of an object to another state of the same object.

Exactly how phenomena are expressed as matrices is directly
related to whether or not they can be simulated within a realistic
time frame by using today’s computing power, and much research
has been conducted regarding this issue. Today’s supercomputers
are capable of handling matrices comprising several million to
several tens of billions of elements. Although it is tempting to contin-
ue to create ever-larger matrices to simulate ever-more complex
phenomena, or to improve the resolution of our simulations by
further subdividing phenomena into smaller and smaller elements,
in practical terms, the size of the matrices we can construct is
limited to what can be stored in a computer’s memory. Therefore,
unless the amount of information can be reduced, the best course
of action is to reduce the size of the matrices we use. The hierarchi-
cal matrix (H-matrix) method being researched at the Information
Technology Center is one method for managing matrix size.

Consolidating information
that can be consolidated

Forces that are transmitted over long distances, but whose
influence decays with distance, such as gravity or electromag-
netism, can be expressed by using dense matrices that are
relatively small in size. Dense matrices do not have elements with a
value of zero and therefore consist entirely of elements containing
necessary information. However, the permutations and partitions

"
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Dense matrix expressing all the interactions between objects
Compressed matrix approximated by using permutation and partition based on H-matrices
Assignment of sub-matrices to individual processors

in the matrices are such that submatrices produced by approxima-
tion will contain less information relative to their size and therefore
take up less space. This is the principle underlying H-matrices.

For example, imagine that we are trying to calculate the interac-
tion between the Earth and the Moon. Strictly speaking, each atom
of the Earth interacts with each atom of the Moon; however, if we
were to create a matrix representing each and every interaction
between each atom, the number of entries in the matrix would soon
become too large to calculate. In reality, however, we do not need
information about all of the interactions between atoms to calculate
the movements of the Moon and the Earth. The two bodies are far
enough apart that the influence of gravity is minimal, and the
direction of interaction between each pair of atoms is essentially the
same. Thus, in practical terms, we can approximate the interac-
tions between the individual atoms and consider the interaction
between the Earth as a whole and the Moon as a whole.

Compared with using dense matrices, larger simulations can
be conducted by using H-matrices created directly from
dominant equations. To conduct these larger simulations, the
H-matrices program developed at the ITC exploits cutting-edge
parallel computer systems. One of the key characteristics of this
program is how it assigns submatrices to individual processors to
increase the speed of calculation.
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